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RED HAT MANAGEMENT AND YOU

YESNO

IF YES, WHICH MANAGEMENT PRODUCTS?
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RED HAT MANAGEMENT PORTFOLIO



RED HAT MANAGEMENT PORTFOLIO

DELIVER SERVICES 
ACROSS YOUR HYBRID 
INFRASTRUCTURE

Governance

Self-Service Provisioning 

Policy-driven Compliance

CENTRALIZE 
AUTOMATION
GOVERNANCE

Centralized Control

Team & User Delegation

Audit Trail 

PREVENT CRITICAL 
ISSUES BEFORE THEY 
OCCUR

Continuous Insights

Verified Knowledge

Proactive Resolution

BUILD A TRUSTED & 
SECURE RED HAT 
ENVIRONMENT

Manage the Red Hat Lifecycle

Provision & Configure at Scale 

Standardize Your Environment

AUTOMATE YOUR I.T. PROCESSES & DEPLOYMENTS

@ChrisShort

https://twitter.com/ChrisShort


MANAGEMENT & AUTOMATION JOURNEY
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MANAGEMENT & AUTOMATION JOURNEY

Insights 
inside 

Satellite 
5.7 and 6.1
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MANAGEMENT & AUTOMATION JOURNEY

Insights 
inside 

Satellite 
5.7 and 6.1

Ansible 
integrated 

with 
CloudForms

Insights 
leverages 
Ansible to 
remediate 

risks

Satellite 
post-provisioning 

callback to 
Ansible Tower.

Ansible Tower 
uses Satellite as 

a dynamic 
inventory source

Satellite 6.4 
enhanced 

integration with 
Ansible

Run Ansible 
playbooks  from 
within Satellite 

6.4
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CUSTOMER PORTAL

16
ACTIONS

ANALYSIS AND FINDINGS

ANONYMIZED HOST INFORMATION

ANALYTICS
ENGINE

RULES
DATABASE

PLAYBOOK
GENERATION

View results and alerts from 
Insights in either the 
customer portal or through 
the Satellite user interface.

DELIVERING INTELLIGENT AUTOMATION
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INSIGHTS



PREDICT RISK. GET GUIDANCE. STAY SECURE.

PREDICTIVE I.T. ANALYTICS

AUTOMATED EXPERT ASSESSMENT

AUTOMATED REMEDIATION
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INSIGHTS PLANS WITH ANSIBLE PLAYBOOKS
Solve common issues through Ansible Automation



INSIGHTS PLANS WITH ANSIBLE PLAYBOOKS
Solve common issues through Ansible Automation



INSIGHTS AND ANSIBLE TOWER INTEGRATION
Connect Insights to Tower through projects and templates

Red Hat Insights can easily be integrated with 
Red Hat Ansible® Tower.

Single steps to integrate
1. Create Insights Credentials

2. Insights scan (link Tower & Insights)
3. Planner sync
4. Remediate

@ChrisShort

https://twitter.com/ChrisShort


CREATE INSIGHTS CREDENTIALS



INSIGHTS SYNC



SEE RISKS FROM INSIGHTS INSIDE TOWER



SELECT A PLAYBOOK FROM INSIGHTS



RUN PLAYBOOK



Insights
● Insights provides Ansible Playbooks for resolving many common risks.  
● Dynamically generates Ansible Playbooks for risk remediation
● Playbooks can be downloaded and run via ansible-playbook or Satellite

Insights connected to Ansible Tower
● View identified risks in the Tower inventory
● Execute generated Ansible Playbook as a Tower job
● Use Tower for enterprise risk remediation

ANSIBLE & INSIGHTS
While Insights includes Ansible playbooks for risks, Insights alone can’t perform 

remediation of the risks.  
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SATELLITE



RED HAT SATELLITE

• Define & manage Standard Operating Environments

• Quickly respond to security vulnerabilities 
   (Heartbleed/ShellShock)

• Comply with your organization's security policies

• Deploy all Red Hat Infrastructure as well as 
   third-party software

@ChrisShort

https://twitter.com/ChrisShort


SATELLITE AND ANSIBLE TOWER INTEGRATION
Documented best practices to help optimize use of both products

By integrating Red Hat Satellite with 
Red Hat Ansible® Tower, administrators can 
now perform the following functions:

Dynamic inventory 
Allows Ansible Tower to use Satellite as a
dynamic inventory source. 

Provisioning callbacks
Allows systems provisioned via Satellite to “callback” 
to Ansible Tower so that playbook runs can happen 
post-provisioning.
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DYNAMIC INVENTORY



Provisioning callbacks are a feature of Tower that 
allow a host to initiate a playbook run against itself, 
rather than waiting for a user to launch a job to 
manage the host from the tower console. 

PROVISIONING CALLBACKS
A definition straight from the Tower documentation
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POST-PROVISIONING CALLBACK



POST-PROVISIONING CALLBACK



POST-PROVISIONING CALLBACK



POST-PROVISIONING CALLBACK



POST-PROVISIONING CALLBACK



POST-PROVISIONING CALLBACK



POST-PROVISIONING CALLBACK



POST-PROVISIONING CALLBACK

ExecStart=/usr/bin/curl -k -s --data "host_config_key=<%= 
host_param('ansible_host_config_key') -%>" https://<%= 
host_param('ansible_tower_fqdn') -%>/api/v2/job_templates/<%= 
host_param('ansible_job_template_id') -%>/callback/



SATELLITE 6.4 - ANSIBLE INTEGRATION
Basic Ansible capabilities are now part of Satellite

Satellite 6.4 has integration with Ansible for the 
purposes of remote execution and desired state 
management

Remote Execution
Run Ansible Playbooks inside of Satellite

Deploy Insights using Ansible
Install Insights on all your hosts

RHEL System Roles
Deploy RHEL System Roles to hosts managed by Satellite
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DEMO: SATELLITE 6.4, INSIGHTS, & ANSIBLE



https://docs.google.com/file/d/1-tUuY15sj-V9CfA8rAy3eTXbIfoa0GOB/preview


That was magical…
How does this work?



Basic Communication Flow

SATELLITE 
SERVER

CAPSULE 
SERVER(S)USER HOSTS
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Data Sent to Insights for examination

SATELLITE 
SERVER

CAPSULE 
SERVER(S)USER

Insights does this daily, automatically

HOSTS
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Risk Found!

SATELLITE 
SERVER

CAPSULE 
SERVER(S)

Oh no...

*Satellite does not store any information from Insights in the database.  It is all real time.

USER

Satellite reads the data from Insights, dashboard widgets show the new risk

HOSTS
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SATELLITE 
SERVER

CAPSULE 
SERVER(S)

I can fix 
it!

Create a Remediation Plan

USER

A user creates the remediation plan through Satellite

HOSTS
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SATELLITE 
SERVER

CAPSULE 
SERVER(S)

I can fix 
it!

Plan Executes

1) Playbook is downloaded from Insights.
2) Satellite parses playbook per host
3) Satellite schedules the remote execution job(s)

USER HOSTS
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SATELLITE 
SERVER

CAPSULE 
SERVER(S)

I can fix 
it!

Plan Executes

USER HOSTS

1) Playbook is downloaded from Insights.
2) Satellite parses playbook per host
3) Satellite schedules the remote execution job(s)
4) Capsule runs playbooks using Ansible against 

each host.
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Data Sent to Insights for examination

SATELLITE 
SERVER

CAPSULE 
SERVER(S)

Please 
work...

USER HOSTS

Rescan is done after remediation completes
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SATELLITE 
SERVER

CAPSULE 
SERVER(S)

Back to 
reddit!

USER HOSTS

Data Sent to Insights for examination
The dashboard will pull updated info from Insights, showing the risk was resolved.
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ANSIBLE & SATELLITE
While Satellite has Ansible capabilities built in, Ansible Tower is still critical for enterprise 

automation 

Satellite’s use of Ansible is for RHEL-specific purposes
● Ansible Playbooks can be executed against managed RHEL hosts
● Ansible Roles provide desired state
● Automation will be limited to RHEL use cases only

Satellite connected to Ansible Tower
● For enterprise-wide, open-ended IT orchestration and automation
● Management of non-RHEL systems alongside RHEL systems
● Automate Satellite actions alongside other enterprise requirements
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ANSIBLE TOWER



WHAT IS ANSIBLE TOWER?

Ansible Tower is an enterprise 
framework for controlling, securing 
and managing your Ansible automation 
— with a UI and RESTful API.

• Role-based access control keeps 
environments secure, and teams efficient.

• Non-privileged users can safely deploy entire 
applications with push-button deployment 
access.

• All Ansible automations are centrally logged, 
ensuring complete auditability and 
compliance.
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5252 CONFIDENTIAL

VIRTUAL  
MACHINE

CONTAINER
PLATFORM

1 2 5

4

7

3

68

Jira commit Git commit Commit code to master if 
approved

9

Jenkins 
hook

Build 
docs

Container 
Build

Run 
Ansible 

Tower job

Deploy 
VM

ISSUE/BUG/
ENHANCEMENT

VERSION CONTROL 
SYSTEM

BUILD/TEST DOCUMENTATION

BINARY/PACKAGE 
REPO

ELK STACK

USER ACTION

Log aggregation

Push 
build to 

repo

Get 
Playbooks 

& Roles

IP Address 
Management (IPAM)

Get/Assign 
IP

IoT

Deploy/
manage



LOTS OF PRODUCTS,
LOTS OF CAPABILITIES.



AN AUTOMATED ECOSYSTEM
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AN AUTOMATED ECOSYSTEM

+
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AN AUTOMATED ECOSYSTEM

+ POWERS
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NEXT STEPS
● Review the available resources for more information
● Check with your account teams

○ You may already have subscriptions
○ Free evaluations are available

Satellite 6.4 
Available now

Ansible Engine 2.7
Available now

Ansible Tower 3.4
Available now
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Insights Resources
Webpages and Docs:

● Red Hat Insights Product page - http://access.redhat.com/insights/  
● Red Hat Insights Customer Portal - https://access.redhat.com/products/red-hat-insights/  
● Red Hat Insights Documentation - 

https://access.redhat.com/documentation/en-us/red_hat_insights/1.0/  
● Red Hat Insights Blog Site - https://access.redhat.com/blogs/insights  

Videos:

● Vimeo Video: Proactive detection and remediation using Insights and Ansible Engine
● Vimeo Video:   Proactive issues detection and remediation using Insights and Ansible Tower
● Vimeo video: Red Hat Insights reporting capabilities into Ansible Tower
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https://vimeo.com/279432898
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Satellite Resources
Webpages and Docs:

● Red Hat Satellite Product page - http://redhat.com/satellite  
● Red Hat Satellite Customer Portal - https://access.redhat.com/products/red-hat-satellite  
● Red Hat Satellite Documentation - 

https://access.redhat.com/documentation/en-us/red_hat_satellite/  
● Red Hat Consulting offering: Transition to Red Hat Satellite 6 - 

https://www.redhat.com/en/resources/consulting-offering-transition-to-satellite-6-datasheet  

Training:

● NEW COURSE - RH053: Satellite Technical Overview: 
https://www.redhat.com/en/services/training/rh053-red-hat-satellite-technical-overview 

● RH053 is also on Udemy: https://www.udemy.com/red-hat-satellite-technical-overview-rh053/ 
● RH403: Red Hat Satellite 6 Administration: 

https://www.redhat.com/en/services/training/rh403-red-hat-satellite-6-administration 

Videos:

● YouTube Video: Find It. Fix It. Before It Breaks: https://youtu.be/mCBhUuxRCgA  @ChrisShort
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Ansible Resources
Webpages and Docs:

● Ansible page - https://www.ansible.com/
● Ansible Documentation - https://docs.ansible.com/ 
● Red Hat Consulting for Ansible: https://www.ansible.com/products/consulting 

Training:
● https://www.ansible.com/products/training-certification

○ AUTOMATION WITH ANSIBLE I (DO407)
○ RED HAT CERTIFICATE OF EXPERTISE IN ANSIBLE AUTOMATION (EX407)
○ AUTOMATION WITH ANSIBLE II: RED HAT ANSIBLE TOWER (DO409)
○ ANSIBLE FOR NETWORK AUTOMATION (DO457)
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Questions?



THANK YOU
linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

twitter.com/RedHat


